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Chief audit executives (CAEs) cannot forget
the importance of the audit risk assessment
(ARA). The basics of internal auditing always
start with the assessment of audit risk. This is
the foundation for the audit work plan and the
deployment of resources for the year. However,
in these difficult economic times, many audit
departments have become reactive and have
difficulty seeing the entire picture. Additionally,
many audit departments become complacent and
routine oriented. Internal audit (IA) departments
should not lose sight of the importance of the
ARA and its tangible and intangible benefits to
the company and the department.
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THE IIA Standards on the ARA and Related
Interpretations
The Institute of Internal Auditors (The IIA)
standards are what guide IA departments on
basic principles. As outlined here, the standards
are explicit as to the importance of the audit
risk assessment:1
• 2000 Managing the Internal Audit Activity—
The CAE must effectively manage the internal
audit activity to ensure it adds value to
the organization.
• 2010 Planning—The CAE must establish
risk-based plans to determine the priorities of
the internal audit activity, consistent with the
organization’s goals.
– Interpretation: The CAE is responsible
for developing a risk-based plan. The CAE
takes into account the organization’s risk
management framework, including using risk
appetite levels set by management for the
different activities or parts of the organization.
If a framework does not exist, CAEs use their
own judgment of risk after consultation with
senior management and the board.
– 2010.A1—The internal audit activity’s plan of
engagements must be based on a documented
risk assessment, undertaken at least annually.
The input of senior management and the
board must be considered in this process.

– 2010.A2—The CAE must identify and
consider the expectations of senior
management, the board and other
stakeholders for internal audit opinions and
other conclusions.
• 2020 Communication and Approval—The
CAE must communicate the internal audit
activity’s plans and resource requirements,
including significant interim changes, to senior
management and the board for review and
approval. The CAE must also communicate the
impact of resource limitations.
• 2030 Resource Management—The CAE
must ensure that internal audit resources are
appropriate, sufficient and effectively deployed
to achieve the approved plan.
As noted in the extracts from The IIA
standards, audit departments are required to
perform an audit risk assessment annually. The
risk-based priorities must be consistent with the
organization’s goals, which many CAEs tend to
overlook at times. Although internal audit
is an objective and independent body, it wants
to improve the organization through a
risk-based conscience.
As outlined in the standard interpretation,
the audit risk assessment is guided by the risk
appetite of management and the audit committee.
This process is very similar to the enterprise risk
assessment (ERA), which is the assessment of risk
for the enterprise risk management (ERM) process.
ERM is defined as a process “affected by an
entity’s board of directors, management and other
personnel; applied in strategy setting and across
the enterprise; and designed to identify potential
events that may affect the entity and manage
risks to be within its risk appetite and to provide
reasonable assurance regarding the achievement
of entity objectives.”2 Accordingly, internal audit
typically does not own the ERM process, but can
be integrally involved. Internal audit can assist
management and the board/audit committee in
the process by:
• Monitoring
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• Examining
• Recommending improvements
• Evaluating
• Reporting
Additionally, internal audit can provide key assistance
in the assessment of enterprise risk, as the process of
interviewing/questionnaires, compiling results and ranking
risk is similar to the ARA. The focus of each is slightly
different; the ERA takes a more holistic view of the risk for
the entire organization, while the ARA is focused more on
risk that is auditable. For example, the ERA focuses on risk
areas that could hinder the overall success of the organization.
Many areas of risk are not auditable. On the other hand, risk
that is auditable should be addressed in the ARA. However,
IA involvement in each risk assessment process can be
extremely beneficial. Some of the underlying benefits to IA of
conducting risk assessments include:
• Increasing exposure to varying levels of management
• Continuing to build rapport and trust with management
• Providing true value to the organization via a detailed
understanding of what the significant risk is to
the organization and key unwritten and, possibly,
undocumented issues
• Refocusing energies on risk and objectives key to
management, meeting the organization’s goals and objectives
Lost Value: Risk of Not Performing the ARA
Those internal audit shops that do not value the formal
assessment of risk on an annual basis omit the impact and
significant exposure that not performing an ARA may
bring to management. In many instances, this might be the
most in-depth conversation IA will have with some key
personnel throughout the year. Additionally, the more people
are engaged with IA, the greater the chance of building
a trustworthy relationship. Without trust, IA will have a
significantly more difficult time penetrating the proverbial
wall between management and IA and building a strong
advisory role inside the organization. To truly provide value
inside an organization, IA needs to have a strong rapport with
management. An audit department that is valued and trusted
inside an organization is more likely to receive incoming calls
to assist departments, as needed. This cannot happen without
the face time involved in the risk assessment process.
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• Read IT Audit and Assurance Guideline G13 Use of
Risk Assessment in Audit Planning.

www.isaca.org/guidelines
• Read IT Audit and Assurance Tools and Techniques P1
IS Risk Assessment Measurement and P5 Control Risk
Self-assessment.

www.isaca.org/tools-techniques
• Discuss and collaborate on audit standards and risk
management in the Knowledge Center.

www.isaca.org/knowledgecenter
Shelby Faubion, a CAE of a global defense services
provider, said, “As a service function within an organization,
IA must market its services with its customers as any service
provider, internal or external. Its customers must understand
the nature of services offered and the value they receive
for their effort. To remain relevant, IA departments should
establish and deliberately execute customer relationship
management plans with accountability clearly defined. If a
CAE only has contact with his/her business leaders annually,
the CAE probably does not really know what is going on
with the business. Many organizations today are rethinking
their strategies and are looking to enter new markets, which
poses new risk to their organizations. Businesses that are to
survive and thrive in the current marketplace are likely seeing
significant shifts in strategy.”
Without performing a risk assessment, IA is at risk of losing
its relevance. Whether the organization is seeking to enter new
markets, leverage new technologies (e.g., social media, cloud)
or expand its business portfolio organically or inorganically, IA
has a role in helping the organization understand and prepare
for the associated risk implications. Ultimately, if IA cannot
effectively articulate how its work relates to the company’s goals
and strategic objectives, it may indeed have lost its relevance to
the company.
Finally, many internal audit departments get stuck in an
extended audit cycle. The audit cycle can be very long and
arduous and, in many respects, never ending, even after

audit follow-up. To be a true advisor to the organization,
continuous monitoring and recommendations are critical. On
the other hand, it is easy to get caught up in this never-ending
audit cycle. When audit departments are busy throughout the
majority of the year, the fourth quarter rolls around and there
are too many audits to get through to complete the ARA. As a
result, by the time year-end comes around, the ARA process is
internalized and reproduced from the prior year.
However, performing a more formal ARA helps audit
refocus its efforts on the true risk areas and goals of the
organization. Understanding risk, with consensus from all
parties as to the risk exposure reported, helps the audit
activity understand the point of view of management and how
best to assist the organization.
Combatting the Endless Cycle of the Audit Plan
Many internal auditors do not perform the annual risk
assessment because there is an innate belief that there is little
overall control of the audit schedule. Shops tend to reproduce
the work from the prior year or budget hours based on
man-hours available rather than actual risk to the
organization. Additionally, it is not the audit department’s
responsibility to budget to man-hours rather than
organizational risk. Audit’s role is to outline the risk and
exposure to the organization and allow the audit committee
to determine whether additional resources are necessary. If
audit budgets are based only on man-hours available, the
audit committee will never fully understand the risk to the
organization and the risk areas not addressed.
One way to assist audit departments in alleviating this
stress at year-end is to establish ample amounts of audit flex
time in addition to creating an audit plan based on risk to the
organization. Flex time is the part of the audit schedule that
is grayed out and establishes flexibility in the audit plan. The
audit department should identify specific audits to conduct
if the schedule does not change, but most organizations
find that the schedule always changes. For example, fraud
investigations are difficult to plan for, and there are special
request audits that cause changes to the original plan.
Finally, 2010.A of The IIA standards states that risk
must be assessed at least annually. However, in today’s
current depressed economy, is it sufficient to assess risk only
annually? Many organizations have evolved to more of a
continuous risk assessment, in which audit activities identify

and evaluate companywide risk levels by examining trends
and comparisons within a single process or system throughout
the year. An example of this is when results are compared to
their past performance and other business systems. Ongoing
trending of business and compliance metrics (including profit
margin, earnings before interest and taxes [EBIT], win rate,
open positions, days sales outstanding, hotline complaints)
can help to identify problems in their early stages, according
to Faubion. Used by IA as a tool, an ongoing risk assessment
can help IA proactively respond to risk indicators and, in
turn, help the company minimize exposure. In summary,
risk assessment is a valuable tool to proactively leverage risk
indicators to prioritize a company’s limited IA resources.
In practical terms, IA will utilize computer-assisted
audit techniques (CAAT) (regardless of sophistication) to
monitor risk. This would entail monitoring key indicators/
ratios that could change the risk profile of the organization,
which, in turn, would alter the ARA and the audit plan.
Having sufficient audit flex time in the audit plan will give
the department flexibility to alter its plan in an efficient and
effective manner.
Conclusion
Internal auditors should not underestimate the importance
of the internal ARA and completion of the formal process at
least annually. The exposure and relationship development
opportunities with management are endless and, in these
times of consistent financial pressure, staying on top of
key organizational risk areas and goals is one of the most
important steps that continue to add value. Regardless
of the benefits, performance of the ARA at least annually
assists audit in right-sizing expectations and refocuses the
department on the goals and objectives of the organization.
Endnotes
Institute of Internal Auditors, International Standards for
the Professional Practice of Internal Auditing (Standards),
January 2011, www.theiia.org/guidance/standards-andguidance/ippf/standards/
2
Committee of Sponsoring Organizations of the Treadway
Commission (COSO), Enterprise Risk Management—
Integrated Framework, 2004
1

ISACA JOURNAL VOLUME 4, 2012

3

